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Sample Description
and Instructions

Device Information:

Device Name: Touch Screen All In One Machine

SN: HD21520250623SZHCW04

Device Model: HD215

Hardware Version: YS-M76

Software Version: Android 14.0

Firmware Version: rk3576-14.0-20250117.145459
Tested Model: HD215
Covered Models:TD050,TD070,TD080,TD101,TD104,TD116,TD121,TD13
3,TD140,TD156,TD173,TD185,TD19,TD215,TD238,TD27,TD32,TD43,TD4
9,TD55,TD65,JD080,JD101,JD133,JD156,JD101B,JD156B,JD185B,JD215B,
JD238,HD080,HD101,HD133,HD156,HD185,HD215,HD238,HD27,HD32,H
D43,HD49,HD55,HD65,HD75,HD86,HD98,HD110,GD101,GD116,GD133,G
D156,GD215,GD238,GD27,GD32,GD43,KD156,KD17,KD19,KD215,KD32,
KD43,KD185,KD238,KD27,DM080NF,DM080WF,DM101F,DM104F,DM12
1F,DM133F,DM15F,DM156F,DM17F,DM185F,DM19F,DM215F,DM238F,RZ
55,RZ65,RZ70,RZ75,RZ85,RZ86,RZ98,RZ100,HR32,HR43,HR49,HR55,HR
65,HR75,HR85,HR98,HR100,DP101,DP104,DP121,DP133,DP15,DP156,DP1
7,DP185,DP19,DP215,DP238,IDP101,IDP101B,IDP121,IDP104,IDP104B,1D
P121B,IDP15,IDP15B,IDP156,IDP156B,IDP17,IDP17B,IDP185,IDP185B,1D
P19,IDP19B,IDP215,IDP215B,IDP238,1DP238B,WP101,WP101B,WP104,W
P104B,WP121,WP121B,WP15WP15B,WP156,WP156B,WP17,WP17B,WP1
85,WP185B,WP19,WP19B,WP215,WP215B,WP238,WP238B,DM08ONG,D
M080WG,DM101G,DM104G,DM121G,DM133G,DM15G,DM156G,DM17
G,DM185G,DM19G,DM215G,DM238G,DM050,DM070,DM080,DM101,D
M104,DM121,DM133,DM14,DM15,DM156,DM17,DM185,DM19,DM215,D
M238,DM27,DM32,DM43,DM49,DM55,DME65.
This sample is the YS-M76 smart Android motherboard, an embedded
motherboard developed based on the high-performance Rockchip RK3576
chip. It comes pre-installed with the Android 14.0 system and features high
computing power, multiple interfaces, and broad compatibility. It can be
widely used in scenarios such as advertising screens, smart terminals, and
industrial control, supporting diverse peripheral connections and dual-screen
display, meeting the needs for intelligent computing and interaction in complex
scenarios.

Description of
sampling procedures
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Explanation of
deviations from
standard methods

Description of
testing location

Remark
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Scan Tool Information

Tool Name Remote Security Assessment System
Tool ID VGDW-0058

Tool Number NX3

System Version V6.0R04F03SP06
System Plugin Version V6.0R02F01.3809

Web Plugin Version V6.0R02F01.4004
Factory Version V6.0R03F00

Tool HASH 8BA4-EA90-4EF0-4B1A
Supplier NSFOCUS

Vulnerability Library

Total Number of Plugins 2562

Total number of vulnerabilities | 360975(358866/2109)
(system/application)

Corresponding CVE number 82598

Vulnerability Library Update | 2025-6-3

Time

Supplier NSFOCUS

Network Performance Analysis System

Device Name

Colasoft nChronos

Product \Version

V7.0(Build 6.3.2.20356)

Expert Analyzer Version

15.2.0(Build 15231)

Supplier

Colasoft

LTC-R-7711-EN 18031-1-A0
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Test results

Judgm
ent

6.1

[ACM] Access control mechanism

6.1.1

[ACM-1] Applicability of access control me
chanisms

The equipment shall use access control mech
anisms to manage entities' access to security
assets, network assets, and privacy assets, exc
ept for access to security assets or network a
ssets where:

— public accessibility is the equipment’s inte
nded functionality; or

— physical or logical measures in the equip
ment’s targeted operational environment limit
their accessibility to authorized entities; or
— legal implications do not allow for access
control mechanisms.

Conceptual Assessment

There are access control mechanisms
to manage entities' access to securi
ty assets: WLAN hotspot passwords,
trusted CA certificates, public key
certificates for creating TLS connect
ions, Bluetooth keys, and user crede
ntials; there are access control mech
anisms to manage entities' access to
network assets: WLAN configuratio
ns, paired devices, and Ethernet; the
re are access control mechanisms to
manage entities' access to privacy
assets: Google account information,
Location information.

Functional Completeness Assessme
nt

All discovered security assets are do
cumented in [E.Info.ACM-1.Security
Asset], all discovered network assets
are documented in [E.Info.ACM-1.
NetworkAsset], and all discovered p
rivacy assets are documented in [E.I
nfo.ACM-1.PrivacyAsset].

Functional Sufficiency Assessment
There is no evidence that the access
control mechanisms documented in
[E.Info.ACM-1.SecurityAsset. ACM],
[E.Info.ACM-1.NetworkAsset. ACM],
or [E.Info.ACM-1.PrivacyAsset. AC

M] are not implemented.

6.1.2

[ACM-2] Appropriate access control mecha
nisms

Access control mechanisms that are required
per ACM-1 shall ensure that only authorized
entities have access to the protected security
assets, network assets, and privacy assets.

Conceptual Assessment

Security Assets: WLAN hotspot pass
word: Only administrators who have
successfully logged into the device
can view or change the hotspot pa
ssword; Trusted CA certificate: User
s or guests who have successfully |
ogged into the device can view, dis
able, or enable the certificate, but ¢
annot delete it; Public key certificat
es used to create TLS connections:

TLS key access is restricted by pro
cess labels and key file access polic
ies, and is encapsulated and manage
d by the hardware security module;

Bluetooth keys: The Bluetooth key i
s hosted by the system Bluetooth st
ack, and user space processes canno
t access the key content, ensuring t
he isolation and confidentiality of th
e key during storage and use; User
credentials: Only users or guests wh

LTC-R-7711-EN 18031-1-A0
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0 have successfully logged into the
equipment can access it.

Network Assets: WLAN Configurati
on: Administrators can view network
configuration information or change
the connected network through the
user interface, while other users or
guests can only view the name of t
he currently connected network; Pair

ed devices: Only users and guests
who have successfully logged into t
he equipment can view or change p
aired device information through the
user interface; Ethernet: Only users
and guests who have successfully |
ogged into the equipment can view
the current Ethernet connection infor
mation or turn off Ethernet through
the user interface.

Privacy Assets: Google account info
rmation: Only users or visitors who
have successfully logged into the e
quipment can view or change the ¢
orresponding Google account. Locati
on Information: Runtime permissions
are assigned to executable softwar

e.

Functional Sufficiency Assessment
For each security asset documented
in [E.Info.ACM-2.SecurityAsset], net
work asset documented in [E.Info.A
CM-2.NetworkAsset], and privacy as
set documented in [E.Info.ACM-2.Pr
ivacyAsset], the validation in the rel
evant assessment unit for the imple
mentation category is successful.

6.1.3

[ACM-3] Default Access Control for Childr
en's Toys

If the device is a toy, for each privacy featur
e where a child can access external content a
nd access by the child is governed by the ac
cess control mechanisms required by ACM-1,
the access control mechanisms should, by de
fault, ensure that external content accessed by
the child through the privacy feature is limit
ed to content from authorized entities.

The device is not a toy.

6.1.4

[ACM-4] Default Access Controls for Child
Privacy Assets in Toys and Childcare Dev
ices

If the device is a toy or childcare device, an
y access control mechanisms for child privac
y features and personal information processed
by the device required by ACM-1 shall, by
default, restrict access to child privacy feature
s and personal information processed by the

This device is not a toy or a child
care device.

LTC-R-7711-EN 18031-1-A0
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device to any third party other than the child
or their parent/guardian, except for authorize
d access necessary for the intended function
of the device.

6.1.5

[ACM-5] Parent/Guardian Access Control f
or Children's Toys

If the device is a toy, then for each security
and privacy asset accessible to a child, any a
ccess control mechanisms required by ACM-1
that govern child access should be configure
d by the authorized entity to restrict access t
0 protected security and privacy assets.

The device is not a toy.

6.1.6

[ACM-6] Parent/Guardian Access Control f
or Other Entities Accessing Managed Child
Toy Privacy Assets

If the device is a toy, for each child privacy
asset that is accessible to entities other than
the child or their parent/guardian, and for w
hich ACM-1 requires access by these other e
ntities to be managed under access rights, an
access control mechanism shall be configura
ble by authorized entities to restrict access to
the managed child privacy assets by these o
ther entities.

The device is not a toy.

6.2

[AUM] Authentication mechanism

6.2.1

[AUM-1] Applicability of authentication me
chanisms

6.2.1.1

[AUM-1-1] Requirement network interface
Access control mechanisms required per AC
M-1 shall use authentication mechanisms for
managing entities’ access via network interfac
es that allow to:

— read confidential network function configu
ration or confidential security parameters; or
— modify sensitive network function configur
ation or sensitive security parameters; or

— use network functions or security function
S,

except for access:

— to network functions or network function
configuration where the absence of authenticat
ion is required for the equipment’s intended f
unctionality; or

— via networks where physical or logical me
asures in the equipment’s targeted operational
environment limit accessibility to authorised
entities.

The device does not have network i
nterface authentication, so this is no
t applicable.
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6.2.1.2

[AUM-1-2] Requirement user interface

Access control mechanisms required per AC

M-1 shall use authentication mechanisms for

managing entities’ access via user interfaces t

hat allow to:

— read confidential network function configu

ration or confidential security parameters; or

— modify sensitive network function configur

ation or sensitive security parameters; or

— use network functions or security function

S,

except for access:

— where physical or logical measures in the
equipment’s targeted operational environment
limit accessibility to authorized entities;

and except for read only access to network f

unctions or network functions configuration w

here access without authentication is needed:

— to enable the intended equipment function

ality; or

— because legal implications do not allow fo

r authentication mechanisms.

Conceptual Assessment

The device's access control mechanis
m uses screen unlocking, and only
with the correct pattern, PIN code,
or password can the device be acce
ssed as a different user or guest.

Functional Completeness Assessme
nt

There is no evidence that the access
control mechanisms required by A
CM-1 are not documented in [E.Inf
0.AUM-1-2.ACM] for managing enti
ties to access confidential personal i
nformation, confidential network fun
ction configuration, confidential priv
acy function configuration, or confid
ential security parameters; or to mo
dify sensitive personal information, s
ensitive network function configurati
on, sensitive privacy function config
uration,or sensitive security paramete
rs; or to use the user interface of a
network function, privacy function,
or security function.

Functional Sufficiency Assessment
For each access control mechanism
documented in [E.Info.AUM-1-2.AC
M], each managed access to a priva
cy asset through the user interface d
ocumented in [E.Info.AUM-1-2.AC
M.ManagedAccessPrivacyAsset], and
each managed access to a security
asset through the user interface docu
mented in [E.Info.AUM-1-2.ACM.M
anagedAccessSecurityAsset], access t
he corresponding network asset, sec
urity asset, and privacy asset and ve
rify that an authentication mechanis
m is implemented.

P

6.2.2

[AUM-2] Appropriate authentication mecha
nisms

6.2.2.1

[AUM-2-1] Single-Factor Authentication Re
quirements

If the device is a toy, for each child privacy
asset that is accessible to entities other than
the child or their parent/guardian, and for w
hich ACM-1 requires access by these other e
ntities to be managed by access rights, an ac
cess control mechanism shall be configurable
by the authorized entity to restrict access to t
he managed child privacy asset by these othe
r entities.

Conceptual Assessment

Users or visitors need to draw the ¢
orrect pattern, or enter the correct P
IN or password for authentication to
access the device.

Functional Sufficiency Assessment
For each authentication mechanism r
equired by AUM-1-1 (network interf
ace) or AUM-1-2 (user interface) as
documented in [E.Info.Authenticatio
nMechanism], AUM-2-1, perform au
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thentication to confirm that the auth
entication mechanism is as documen
ted.

6.2.2.2 [AUM-2-2] Two-factor authentication requir | The primary intended function of th N
ements e device does not involve processin
If the intended function of the primary devic |g special categories of personal info
e is to specifically process special categories |rmation and is therefore not applica
of personal information, then for each access |ble.
to special categories of personal information
through the user interface of a network inter
face, the authentication mechanism should sup
port verification of the entity's claims by evid
ence generated by at least two of the followi
ng elements: knowledge, possession, and innat
eness (two-factor authentication).
6.2.3 [AUM-3] Authenticator validation Conceptual Assessment P
Authentication mechanisms that are required p | The user draws a pattern, enters a
er AUM-1-1 (network interface) or AUM-1-2 |PIN or password on the login interf
(user interface) shall validate all relevant pro |ace. After the device collects it, it
perties of the used authenticators, dependent |will compare it with the authenticat
on the available information in the operationa |or stored internally. Only the authen
I environment of use. ticator that is exactly the same as t
he one on the device can be access
ed.
Functional Sufficiency Assessment
It was found that each authenticatio
n mechanism documented in [E.Info.
AUM-3.AUM] was confirmed succes
sful in the assessment unit associate
d with the implementation category.
6.2.4 [AUM-4] Changing authenticators Conceptual Assessment P
Authentication mechanisms that are required p |Users or visitors need to draw the ¢
er AUM-1-1 or AUM-1-2 shall allow for cha |orrect pattern or enter the correct Pl
nging the authenticator except for authenticato [N or password for authentication. O
rs where conflicting security goals do not all |nly users who have successfully log
ow for a change. ged into the device can change the
authenticator.
Functional Sufficiency Assessment
There is no evidence that changing
the authenticator deviates from [E.In
fo.AUM-4. AUM.AuthChange].
6.2.5 [AUM-5] Password strength
6.2.5.1 [AUM-5-1] Requirement for factory default | The device does not have a factory N

passwords

If factory default passwords are used by an a
uthentication mechanism that is required per
AUM-1-1 or AUM-1-2, they shall:

— be unique per equipment; and

— follow best practice concerning strength;
or

— be enforced to be changed by the user be
fore or on first use.

default password set, so it does no
t apply.

LTC-R-7711-EN 18031-1-A0
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6.2.5.2

[AUM-5-2] Requirement for non-factory def
ault passwords

If passwords other than factory default passw
ords are used by an authentication mechanism
required per AUM-1-1 or AUM-1-2, they sh
all:

— be enforced to be set by the user before

or on first use and before the equipment is |
ogically connected to a network; or

— be defined by an authorized entity within

a network where access is limited to authoris
ed entities; or

— be generated by the equipment using best
practice concerning strength and only comm
unicated to an authorized entity within a net

work where access is limited to authorised en
tities.

Conceptual Assessment

Users or guests can only set passwo
rds after successfully logging into th
e device, not through the network.

Functional Sufficiency Assessment

There is no evidence that the imple
mentation of non-default passwords

for authentication mechanisms deviat
es from [E.Info.AUM-5-2. AUM.Pwd
Property].

P

6.2.6

[AUM-6] Brute force protection
Authentication mechanisms required per AUM
-1-1 or AUM-1-2 shall be resilient against br
ute force attacks.

Conceptual Assessment

The device's authentication mechanis
m is capable of resisting brute force
attacks. In the first 10 attempts, th
e user will be restricted to logging

in for 30 seconds for every 5 incorr
ect attempts, and each subsequent er
ror will be restricted to 30 seconds.

Functional Sufficiency Assessment
Each verification mechanism docume
nted in [E.Info.AUM-6.AUM] is con
firmed to be successful in the asses
sment unit associated with the imple
mentation category.

6.3

[SUM] Secure update mechanism

6.3.1

[SUM-1] Applicability of update mechanism
S

The equipment shall provide at least one upd
ate mechanism for updating software, includin
g firmware, affecting security assets and/or ne
twork assets, except for software:

— where functional safety implications do no
t allow updatability; or

— which is immutable; or

— where alternative measures protect the affe
cted security assets and/or network assets duri
ng the entire lifecycle of the equipment.

Conceptual Assessment

The device provides a local manual
update mechanism.

Update steps: 1. Connect a USB dri
ve (containing a dedicated system p
ackage) to the device's USB port. 2.
The system will detect the USB dr
ive file and prompt you to update.

3. Confirm the update. 4. The devic
e will automatically restart after the
update is complete.

Functional Sufficiency Assessment
There is no evidence that the updat
e mechanism documented in [E.Info.
SUM-1.PartOfSoftw.SUM] cannot su
ccessfully install SW-a.

6.3.2

[SUM-2] Secure updates

Each update mechanism as required per SUM
-1 shall only install software whose integrity
and authenticity are valid at the time of the i
nstallation.

Conceptual Assessment

The device has a local update mech
anism, and MD5 checksum verifies
its integrity. The firmware package i
s provided by the manufacturer and

LTC-R-7711-EN 18031-1-A0
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can only be updated locally using
a USB flash drive to ensure its aut
henticity.
Functional Sufficiency Assessment
The validation in the relevant assess
ment units for the implementation c
ategory of each update mechanism d
ocumented in [E.Info.SUM-2.SUM]
was successful.

6.3.3 [SUM-3] Automated updates Conceptual Assessment P
Each update mechanism that is required per |Manual local updates do not involve
SUM-1 shall be capable of updating the soft | network access. The device will on
ware: ly upgrade after the user uploads th
— without human intervention at the equipm |e firmware via a USB drive and co
ent; or nfirms the update.

— via scheduling the installation of an updat | Update steps: 1. Connect the USB
e under human approval; or drive to the device's USB port (the
— via triggering the installation of an update |USB drive contains a dedicated syst
under human approval or supervision where |em package). 2. The system will de
there is the need to prevent any unexpected |tect the USB drive file and prompt
damage in the operational environment. you to update. 3. Confirm the updat
e. 4. The device will automatically
restart after the update is complete.
Functional Sufficiency Assessment
There is no evidence that the imple
mentation of the update mechanism
deviates from the requirements of S
UM-1 [E.Info.SUM-3.SUM].
6.4 [SSM] Secure storage mechanism
6.4.1 [SSM-1] Applicability of secure storage me |Conceptual Assessment P

chanisms

The equipment shall always use secure storag
e mechanisms for protecting the security asset
s, network assets, and privacy assets persisten
tly stored on the equipment, except for persis
tently stored security assets or network assets
where:

— the physical or logical measures in the tar
get environment ensures the security asset or
network asset stored on the equipment accessi
bility is limited to authorized entities.

The device uses a secure storage m
echanism to protect assets stored on
the device, including: Security asse
ts: trusted CA certificates, Wi-Fi hot
spot passwords, user credentials; Net
work assets: WLAN configuration, p
aired devices, Ethernet; Privacy asse
ts: Google account information.

Functional Completeness Assessme
nt

All discovered persistently stored se
curity assets are recorded in [E.Info.
SSM-1.SecurityAsset]. All discovered
persistently stored network assets a
re recorded in [E.Info.SSM-1.Networ
kAsset]. All discovered persistently
stored privacy assets are recorded in
[E.Info.SSM-1.PrivacyAsset].

Functional Sufficiency Assessment
All persistently stored secure assets
found are recorded in [E.Info.SSM-
1.SecurityAsset], all persistently stor

LTC-R-7711-EN 18031-1-A0
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ed network assets found are recorde
d in [E.Info.SSM1.NetworkAsset], an
d for each privacy asset recorded in
[E.Info.SSM-1.PrivacyAsset], it is f
unctionally confirmed that it is persi
stently stored only through the secur
e storage mechanism recorded in [E.
Info.SSM-1.PrivacyAsset.SSM].

6.4.2

[SSM-2] Appropriate integrity protection fo
r secure storage mechanisms

Each secure storage mechanism that is requir
ed per SSM-1 shall protect the integrity of s
ecurity assets, network assets, and privacy ass
ets it stores persistently.

Conceptual Assessment

The device uses a user credential-ba
sed encryption mechanism. The asse
ts are encrypted during storage, and
user credentials are used to verify

user identity. Only after verification

is passed, the system allows the use
of derived keys to decrypt sensitiv
e information that has been encrypte
d and protected. This protects securi
ty assets WLAN hotspot password, t
rusted CA certificates, WLAN Confi
guration, Paired devices, Ethernet, a

nd Google account information.

Functional Sufficiency Assessment
The validation in the relevant assess
ment units for the implementation ¢
ategory of each secure storage mech
anism documented in [E.Info.SSM-2.
SSM] was successful.

6.4.3

[SSM-3] Appropriate confidentiality protecti
on for secure storage mechanisms

Each secure storage mechanism that is requir
ed per SSM-1 shall protect the secrecy of co
nfidential security parameter and confidential

network function configuration it stores persis
tently.

Conceptual Assessment

The device uses a user credential-ba
sed encryption mechanism. The secu
rity asset WLAN hotspot password i
s encrypted during storage, and user
credentials are used to verify user
identity. Only after verification is pa
ssed, the system allows the use of
derived keys to decrypt sensitive inf
ormation that has been encrypted an
d protected.

Functional Completeness Assessme
nt

The device shall persistently store ¢
onfidential security parameters,confid
ential personal information, or confi
dential privacy feature configurations
as listed in [E.Info.SSM-3.SSM.Ass
et].

Functional Sufficiency Assessment
For each secure storage mechanism
documented in [E.Info.SSM-3.SSM]
the confirmations in the implementat
ion category dependent assessment u
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nits are successful.

6.5

[SCM] Secure communication mechanism

6.5.1

[SCM-1] Applicability of secure communica
tion mechanisms

The equipment shall always use secure comm
unication mechanisms for communicating secu
rity assets and network assets with other entit
ies via network interfaces, except for:

— communicating security assets or network
assets whose transfer is protected by physical
or

logical measures in the targeted environment
that ensure that network assets or security ass
ets are not exposed to unauthorised entities;
or

— communicating security assets or network
assets whose exposure is part of establishing
or managing a connection combined with add
itional measures to authenticate the connectio
n or trust relation.

Conceptual Assessment

The device uses secure communicati
on mechanisms to ensure the secure
communication of the public key a
nd the certificate used to establish a
TLS connection, Bluetooth keys, an
d Google account information. Data
transmission between the device br
owser and the server can be encrypt
ed using TLS 1.2/1.3, ensuring data
protection against eavesdropping or
tampering during transmission.Data
transmission between the device and
other paired devices is encrypted u
sing Bluetooth 5.2 Secure Connectio
ns, using ECDH-P192 key exchange
and AES-128-CCM encryption algo
rithms to ensure data integrity, authe
nticity, confidentiality, and protection
against replay attacks during trans

mission.

Functional Completeness Assessme
nt

All discovered communicated and st
ored security assets are recorded in
[E.Info.SCM-1.SecurityAsset], all dis
covered security assets are recorded
in [E.Info.SCM-1.NetworkAsset], and
all discovered privacy assets are re
corded in [E.Info.SCM-1.PrivacyAsse

f.

Functional Sufficiency Assessment

There is no evidence that the secure
communication mechanisms docume
nted in [E.Info.SCM-1.SCM] are not
implemented.

6.5.2

[SCM-2] Appropriate integrity and authenti
city protection for secure communication m
echanisms

Each secure communication mechanism that i
s required per SCM-1 shall apply best practic
es to protect the integrity and authenticity of
the security assets and network assets comm
unicated, except for

communicating security assets or network ass
ets where:

— a deviation from best practice for integrity
or authenticity protection is required for inte
roperability reasons.

Conceptual Assessment

The device uses PKI-based TLS 1.2
/1.3 protocols and utilizes X.509 PK
| certificates to ensure data integrity
and identity authenticity during tran
smission.

Bluetooth keys are obtained through
negotiation is generated through m
utual authentication during the pairin
g process and used to derive sessio
n keys. Combined with AES-CCM
encryption and message integrity ver
ification, it protects communication
data to ensure that the data is not t
ampered with during transmission an
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d verifies the authenticity of the dat
a source.
Functional Sufficiency Assessment
Each secure communication mechani
sm documented in [E.Info.SCM-2.SC
M] is confirmed as a success in the
assessment unit associated with the
implementation category.
6.5.3 [SCM-3] Appropriate confidentiality protect | Conceptual Assessment P

ion for secure communication mechanisms |The device uses TLS secure commu

Each secure communication mechanism that i |nication to encrypt the entire comm

s required per SCM-1 shall apply best practic |unication channel using a session ke

es to protect the confidentiality of communica|y generated through ECDHE negotia

ted network assets and security assets where |tion, ensuring the confidentiality of

confidentiality protection of those is needed, |assets during transmission.

except for communicating security assets or n |In classic Bluetooth, the session key

etwork assets where: derived from the link key is used

— a deviation from best practice for protecti |to encrypt transmitted data, ensuring

ng confidentiality is required for interoperabili | that the data cannot be read by un

ty reasons. authorized parties during transmissio
n, effectively protecting the confiden
tiality of communication content.
Functional Sufficiency Assessment
Each secure communication mechani
sm documented in [E.Info.SCM-3.SC
M] was confirmed successful in the
assessment unit associated with the
implementation category.

6.5.4 [SCM-4] Appropriate replay protection for |Conceptual Assessment P

secure communication mechanisms

Each secure communication mechanism that i
s required per SCM-1 shall apply best practic
es to protect the security assets and the netw
ork assets communicated against replay attack
s, except for communicating security assets o
r network assets where:

— a duplicate transfer does not impose a thr
eat of a replay attack; or

— a deviation from best practice for replay
protection is required for interoperability reas
ons.

Best practices are employed to prote
ct communication assets from replay
attacks.

The TLS secure communication mec
hanism uses implicitly incremented s
equence numbers at the record laye

r. Each message is assigned a uniqu
e number, which participates in the

AEAD encryption process. The recei
ver uses integrity checks to ensure t
hat sequence numbers are not reuse
d, thus preventing replay attacks.

In classic Bluetooth, the session key
derived from the negotiated link ke
y is combined with a unique messa
ge counter and Message Integrity C
ode during message encryption. The
receiver uses the verification count
er to prevent duplicate messages, eff
ectively preventing replay attacks.

Functional Sufficiency Assessment

Each secure communication mechani
sm documented in [E.Info.SCM-4.SC
M] is successfully validated in the r
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elevant assessment unit for the impl
ementation category.

6.6

[RLM] Resilience mechanism

6.6.1

[RLM-1] Applicability and appropriateness
of resilience mechanisms
The equipment shall use resilience mechanism
s to mitigate the effects of Denial of Service
(DoS) Attacks on the network interfaces and
return to a defined state after the attack exc
ept for:
— network interfaces that are only used in a
local network that do not interoperate with
other networks; or
— network interfaces where other devices in
the network provide sufficient protection agai
nst DoS attacks and loss of essential function
s for network operations.

This device connects to the internet
via Wi-Fi or Ethernet, has no open
ports, and offers no server-side inte

rface. It typically resides in a privat

e network address space assigned by
a router, making it impossible to d
irectly connect to the device and lo

cate and launch targeted DoS attack

s. Routers have network-layer access
control and traffic isolation mechan
isms,which provide sufficient DoS p

rotection, so this scenario is not app
licable.

6.7

[NMM] Network monitoring mechanism

6.7.1

[NMM-1] Applicability and appropriateness
of network monitoring mechanisms

If the equipment is a network equipment, the
equipment shall provide network monitoring
mechanism(s) to detect for indicators of DoS
attacks in the network traffic between netwo
rks which it processes.

The device is not a network device
and is not applicable.

6.8

[TCM] Traffic control mechanism

6.8.1

[TCM-1] Applicability of and appropriate t
raffic control mechanisms

If the equipment is a network equipment, the
equipment shall provide network traffic contr
ol mechanism(s).

The device is not a network device
and is not applicable.

6.9

[LGM] Logging mechanism

6.9.1

[LGM-1] Applicability of Logging Mechanis
ms

Devices should use logging mechanisms to re
cord internal activities related to privacy asset
s and their protection (hereinafter referred to
as events), with the following exceptions:

— Internal activities where logging is prohibi
ted by law.

Conceptual Assessment

The device uses system logging, sto
red in /data/local/yslogs/logcat/.

In addition, Google provides the my
activity:google.com URL to record a
Il account activity.

Functional Sufficiency Assessment

There is no evidence that the loggin
g mechanism documented in [E.Info.
LGM-1.PrivacyAssetEvent.LGM] is n
ot implemented.

6.9.2

[LGM-2] Persistent Storage of Log Data
The logging mechanism required by LGM-1 s
hould store log data for relevant events in pe
rsistent storage on the device, with the follo
wing exceptions:

— Relevant log data is stored externally to t
he device.

Conceptual Assessment

After the log stored by the log mec
hanism is opened, the log storage lo
cation is ./data/local/yslogs/logcat/. A
fter clicking Export log, a copy of t
he log will be copied to sdcard/Do
wnload.

Functional Sufficiency Assessment
There is no evidence that the proces
sing of log data for relevant events
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deviates from [E.Info.LGM-2.LGM.I
nternalStorage].

6.9.3 [LGM-3] Minimum Number of Persistently |Conceptual Assessment P
Stored Events The total size of logs stored in the
As required by LGM-1, all log data stored in|device's persistent storage through th
device persistent storage via the logging me |e logging mechanism is 100MB. If
chanism must always include: the size exceeds 100MB, the oldest
file will be cleared. A single file ca
— A minimum number of recent events; and |nnot exceed 10MBand is checked e
very half hour.
— The most recent event.
Functional Sufficiency Assessment
The number of logged events concu
rrently persistently stored on the dev
ice is no less than the quantity spec
ified in [E.Info.LGM-3.Quantity].
6.9.4 [LGM-4] Time-Related Information for Per |Conceptual Assessment P
sistently Stored Log Data By default, the log data stored by t
As required by LGM-1, all log data stored in |he logging mechanism in the device'
the device's persistent storage by the logging |s persistent storage includes a timest
mechanism should include: amp (accurate to milliseconds), log |
evel (Verbose/Debug/Info/Warn/Erro
— A timestamp if real-time information is av |r), process name,thread ID, tag, and
ailable on the device; and specific content.
— Time-related information may be used if r |Functional Sufficiency Assessment
eal-time information is not available on the d |For each logging mechanism docum
evice. ented in [E.Info.LGM-4.LGM], confi
rm that the log data stored persisten
tly on the device includes the timest
amp documented in [E.Info.LGM-4.
LGM.Timestamp] when real-time inf
ormation is available.
6.10 [DLM] Deletion mechanism
6.10.1 [DLM-1] Applicability of Deletion Mechanis | Conceptual Assessment P

ms

Devices should provide a deletion mechanism
that allows users to delete personal data and
sensitive security parameters stored on the d
evice.

The device provides a deletion mec
hanism that allows users to delete
Google account login information,
WLAN configuration and user crede
ntials by restoring the factory settin
gs.

The device also provide a deletion
mechanism that allows users to dele
te WLAN configuration by resetting
Bluetooth & Wi-Fi.

Functional Completeness Assessme
nt

All personal data found is recorded
in [E.Info.DLM-1.PersonalData], and
all sensitive security parameters fou
nd are recorded in [E.Info.DLM-1.S
enSecParam].

Functional Sufficiency Assessment

LTC-R-7711-EN 18031-1-A0




No: RED2025-0070-N

Page 18 of 32 Pages

EN 18031-1-2024. EN 18031-2-2024

No Test items and requirements Test results Ju;jngtm
For each deletion mechanism record
ed in [E.Info.DLM-1.DLM], verify t
hat the deletion mechanism is imple
mented on the device.
6.11 [UNM] User notification mechanism
6.11.1 [UNM-1] Applicability of User Notification |Conceptual Assessment P
Mechanisms The device provides user notification
Devices should provide user notification mech | mechanisms. The Google privacy p
anisms to notify device users of changes that |olicies notify device users of collect
affect the protection or privacy of personal i [ion and processing of personal data.
nformation, except for the following: Software on the device obtains expli
cit user authorization to access locat
There are other methods of notifying users th |ion.
at do not involve the device.
Functional Completeness Assessme
nt
All discovered personal information
is recorded in [E.Info.UNM-1.Person
alinformation], and all discovered us
e cases are recorded in [E.Info.UN
M-1.Personallnformation.UseCase].
Functional Sufficiency Assessment
The use case documented in [E.Info.
UNM-1.Personallnformation.UseCase]
is covered by the user notification
mechanism documented in [E.Info.U
NM-1.Personallnformation.UseCase.N
otification].
6.11.2 [UNM-2] Appropriate User Notification Co |Conceptual Assessment P
ntent Privacy Policy: If personal data is u
As required by UNM-1, the notification conte |pdated, the user will be notified thr
nt provided by the user notification mechanis |ough the Google Privacy Statement.
m should include at least the following: Location authorization information:
When the software on the device ob
— A description of the change; and tains explicit user authorization to a
ccess location, a pop-up notification
— An explanation of how the change will af | about the location permission will
fect the protection and privacy of personal in |appear on the screen.
formation.
Functional Sufficiency Assessment
There is no evidence that the imple
mentation of the user notification m
echanism deviates from [E.Info.UN
M-2.Notifications].
6.12 [CCK] Confidential cryptographic keys
6.12.1 [CCK-1] Appropriate CCKs Conceptual Assessment P

Confidential cryptographic keys that are prein
stalled or generated by the equipment during
its use, shall support a minimum security stre
ngth of 112-bits, except for:

— CCKs that are solely used by a specific s
ecurity mechanism, where a deviation is ident
ified and justified under the terms of sections

The device uses the TLS ECDHE_R
SA_WITH_CHACHA20 POLY1305_
SHA256 cipher suite with a security
strength of 256 bits.The Bluetooth

Link Key type is the Authenticated

Combination Key, P-192, whose len
gth is 128 bits. The symmetrical eq
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ACM or AUM or SCM or SUM or SSM. |uivalent security strength of P-192 c
urve is approximately 96 bits. To m
aintain compatibility with earlier dev
ices, the device continues to use P-
192, so it is not applicable. The typ
e of encryption keys in secure stora
ge mechanism is AES-256-XTS with
a 256-bit security strength.

Functional Completeness Assessme
nt

All discovered CCKs are recorded i
n [E.Info.CCK-1.CCK].

Functional Sufficiency Assessment
The length of any CCK recorded in
[E.Info.CCK-1.CCK] is consistent

with the documentation.

6.12.2 [CCK-2] CCK generation mechanisms Conceptual Assessment P
The generation of confidential cryptographic k|The device's TLS CHACHA20 POL
eys shall adhere to best practice cryptography, | Y1305 SHA256 suite generates sessi
except for: on keys using the ECDHE protocol,
— the generation of CCKs for a specific sec | employs a temporary key exchange
urity mechanism, where a deviation is identifi | mechanism to ensure forward secre
ed and justified under the terms of sections |cy, and authenticates the server usin
ACM or AUM or SCM or SUM or SSM. g RSA certificates. Its key negotiati
on relies on a secure random numb
er source to ensure unpredictable ke
y material. CHACHA20 POLY1305

is then used for encryption and inte
grity protection, and SHA-256 is us
ed as the hash algorithm for the ha
ndshake and digital signature. This

key generation and encryption sche

me fully complies with current crypt
ographic best practices, avoiding the
security risks associated with fixed
key exchange methods and providi

ng eavesdropping, tamper resistance,
and high security. Therefore, there

are no deviations. Bluetooth's Authe
nticated Combination Key (P-192) is
generated through ECDH operations
on the elliptic curve P-192. It relie
s on a random number source on b
oth devices to generate a private ke
y and exchange a public key. Based
on identity authentication,a shared

secret is generated as the Link Key,
which is used to derive session ke
ys for AES-CCM encryption and int
egrity protection. This scheme is ap
plicable only to Bluetooth secure co
mmunication mechanisms and is ther
efore not applicable. Generation mec
hanism of encryption keys in secure
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storage mechanism uses two indepe
ndent keys generated from a root or
protected key material through a st
andardized KDF. The derivation pro
cess includes structured encoding, bl
ock-level processing, and algorithmic
transformations.
Conceptual completeness assessmen
t of documentation
The device does not have a secret e
ncryption key generation mechanism
not documented in [E.Info.CCK-2.
Generation].

6.12.3 [CCK-3] Preventing static default values fo | This device does not have pre-instal N
r preinstalled CCKs led CCK and is not applicable
Preinstalled confidential cryptographic keys sh
all be practically unique per equipment, exce
pt for:

— CCKs that are only used for establishing

initial trust relationships under conditions cont
rolled by an authorized entity; or

— CCKS key are shared parameters required
for the equipment’s intended functionality

6.13 [GEC] General equipment capabilities

6.13.1 [GEC-1] Up-to-date software and hardware | The Android system protects secure N
with no publicly known exploitable vulner |and network assets through multiple
abilities layers of software mechanisms (suc
The equipment shall not include publicly kno |h as runtime permissions and encryp
wn exploitable vulnerabilities that, if exploite |ted storage) and continuous updates
d, affect security assets and network assets, e |(such as security patches and Play
xcept for vulnerabilities: Protect). Users should remain vigila
— that cannot be exploited in the specific co |nt, promptly update the system, and
nditions of the equipment; or review application permissions. Dev
— that have been mitigated to an acceptable |elopers should adhere to secure codi

residual risk; or ng standards to mitigate vulnerabiliti

— that have been accepted on a risk basis. |es at the source. The discovered vul
nerabilities, including the ICMP time
stamp request response vulnerability
and the vulnerability that allows trac
eroute detection, are considered low
risk and acceptable.

6.13.2 [GEC-2] Limit exposure of services via rel |Conceptual Assessment P

ated network interfaces

In factory default state the equipment shall o
nly expose

— network interfaces; and

— services via network interfaces

affecting security assets or network assets wh
ich are necessary for equipment setup or for
basic operation of the equipment.

Wi-Fi, LAN, and Bluetooth are enab
led by factory default.
Affecting security, network, and priv
acy assets is necessary for device se
tup or basic operation.

Functional Completeness Assessme
nt

Each discovered network interface o
r service (via a network interface) i
s exposed in [E.Info.GEC-2.Network
Interface.Exposure] by factory defaul
t and is required for setup accordin
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g to [E.Info.GEC-2.Setup] or basic
device operation.

6.13.3

[GEC-3] Configuration of optional services
and the related exposed network interfaces
Optional network interfaces or optional servic
es exposed via network interfaces affecting se
curity assets or network assets, which are par
t of the factory default state shall have the o
ption for an authorized user to enable and di
sable the network interface or service.

Conceptual Assessment

Security assets, network assets, and

privacy assets are affected by Wi-Fi,
LAN, and Bluetooth. Authorized us
ers are provided with the option to

enable and disable network interface
S Or Sservices.

Functional Completeness Assessme
nt

An optional network interface or opt
ional service exposed (via a network
interface) not listed in [E.Info.GEC
-3.NetworkInterface.Exposure] was n
ot discovered.

Functional Sufficiency Assessment
All optional network interfaces or o
ptional services exposed (via a netw
ork interface) are configurable, with
options to enable and disable the n
etwork interface or service, or as sp
ecified in [E.Info.GEC-3.Networkinte
rface.Exposure] only authorized user
s can change the state of an option
al network interface or optional serv
ice exposed (via a network interfac
e) to enabled or disabled.

6.13.4

[GEC-4] Documentation of exposed networ
k interfaces and exposed services via netwo
rk interfaces

The equipment’s user documentation shall con
tain a description of

— all exposed network interfaces; and

— all services exposed via network interface
S,

which are delivered as part of the factory def
ault state.

According to Annex ZA of EN 180
31-1:2024, clause GEC-4 is not refe
renced to any essential requirements
of Directive 2014/53/EU Article 3

(3)(d), (e), or (f). Therefore, this cla
use is not applicable for RED comp
liance evaluation.

6.13.5

[GEC-5] No unnecessary external interfaces
The equipment shall only expose physical ext
ernal interfaces if they are necessary for its i
ntended functionality.

Conceptual Assessment

The device's Wi-Fi antenna, LANUS
B, TYPE-C, HDMI-OUT, Audio,PO
WER, DC are necessary for intende
d functions.

Functional Completeness Assessme
nt

All discovered physical external inte
rfaces are recorded in [E.Info.GEC-
5.PhysicalExternallnterface].

6.13.6

[GEC-6] Input validation

The equipment shall validate input received v
ia external interfaces if the input has potentia
| impact on security assets and/or network as

Conceptual Assessment

The device uses regular expressions
to filter user input, and non-complia
nt input will be automatically reject
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sets. ed.

Using a self-developed keyboard fuz
zing script, random characters and a
bnormal sequences were injected int
o the input interface for verification.
The system maintained normal resp
onses throughout the process without
any abnormal behavior.

Using a self-developed Wi-Fi fuzzin
g script, malformed 802.11 frames a
nd randomized protocol fields were

continuously injected into the target

device for verification. Throughout t
he fuzzing process, the target device
maintained normal operation withou
t crashes, resets, or functional abnor
malities.

Based on the consistency of the pro
tocol, the LAN interface verifies the
length and validity of the packet.
During the testing process, it was f
ound that the device initiates a secu
rity pairing procedure when establish
ing a classic Bluetooth (BR/EDR) ¢
onnection, requiring both parties to
compare and confirm a visual pairin
g code. Without completing this ma
nual confirmation step, the Bluetoot
h link cannot transition to a paired
or encrypted state, and the controlle
r will directly reject subsequent RF
COMMY/L2CAP connection requests.
As a result, under unpaired conditio
ns, external devices cannot establish
an effective data channel with the
target device. All fuzzing-generated i
nput packets fail to reach the upper
protocol stack or application layer,
rendering test actions unable to effe
ctively engage the device's processin

g logic.

Functional Completeness Assessme
nt

All discovered external interfaces ar
e documented in [E.Info.GEC-6Exter
nalinterface].

Functional Sufficiency Assessment
There is no evidence that any input
validation test successfully compro
mises, extracts, or misuses any secu
rity asset described in [E.Info.GEC-
6.SecurityAsset], any network asset
described in [E.Info.GEC-6.Network
Asset], or any privacy asset describe

LTC-R-7711-EN 18031-1-A0




No: RED2025-0070-N

Page 23 of 32 Pages

EN 18031-1-2024. EN 18031-2-2024

No Test items and requirements Test results Ju;jngtm
d in [E.Info.GEC-6.PrivacyAsset].
6.13.7 [GEC-7] Documenting External Sensing Ca |According to Annex ZA of EN 180 N
pabilities 31-1:2024, clause GEC-7 is not refe
All external sensing capabilities in a device t |renced to any essential requirements
hat are relevant to the user or subscriber's pri| of Directive 2014/53/EU Article 3
vacy should be documented for the user. (3)(d), (e), or (f). Therefore, this cla
use is not applicable for RED comp
liance evaluation.
6.14 [CRY] Cryptography
6.14.1 [CRY-1] Best practice cryptography Conceptual Assessment P

The equipment shall use best practice for cry
ptography that is used for the protection of t
he security assets or network assets, except f
or:

— cryptography used for a specific security

mechanism, where a deviation is identified an
d justified under the terms of sections ACM

or AUM or SCM or SUM or SSM.

The device uses best cryptographic
practices to protect secure or privac
y assets.

Cipher suite: TLS_ ECDHE_RSA_WI
TH_CHACHA20_POLY1305_SHA25
6

The Bluetooth Authenticate Combina
tion Key (P-192) is used only for B
luetooth secure communication mech
anisms and is not applicable.

The Bluetooth encryption algorithm
to ensure the integrity, authenticity,
and confidentiality of Bluetooth com
munication data during transmission
is AES-128-CCM.

The MD?5 is only used to perform a
consistency check against the manu
facturer-provided checksum to confir
m the firmware used for updating h
as not been corrupted or modified d
uring copying or storage, and the in
tegrity and authenticity of the firmw
are are fundamentally ensured by th
e manufacturer distribution process,
while. Therefore, it is not applicabl
e.

Functional Completeness Assessme
nt

The cryptographic techniques used o
n the device are all documented in

[E.Info.CRY-1.Assets.Cryptography].

Functional Sufficiency Assessment
For each cryptographic protection do
cumented in [E.Info.CRY-1.Assets.Cr
yptography], the implementation doe
s not deviate from the relevant docu
mentation.
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Figure 1 Equipment appearance

TouchWo® (¢ c © 7
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AlL-round Touch Solution Provider

Name: Capacitive touch PC

i 5

HD21520250623SZHCW04

AAttenﬁon Risk of Electric Shock, Do not Open

Please contact us if you need service

Manufacturer:Guangzhou TouchWo Electronics Co., Ltd

Figure 2 Equipment nameplate

Made in China
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Figure 3 TLS communication encryption suite
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24.654294 XiaomiCommun_54:68:.. 22:22:82:72:03:00 (.. L2CAP
24.707484 controller host HCI_EVT
24.707717 22:22:82:72:03:00 (.. XiaomiCommun_54:68:.. L2CAP
21 768%11 YiaAmilCAammiin CA-GQ- 2797292770200 [ I 2CAD
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26
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19
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21
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21
10
21
21
19
19
21

1Q

Recvd
Recvd
Sent
Revd
Revd
Sent
Revd
Sent
Sent
Revd
Revd
Sent
Rcvd
Sent
Revd
Revd

Cant+

e —mrpm— = g ee =
Simple Pairing Complete
Link Key Notification
Connection Request (SDP,
Number of Completed Pacl
Encryption Change

Read Encryption Key Siz
Connection Request (SDP
Connection Response - St
Configure Request (DCID
Connection Response - S
Command Complete (Read
Configure Request (DCID
Configure Request (DCID
Configure Response - Su
Number of Completed Pacl
Configure Request (DCID

CAanfimina DacnAnca - Qiu

Frame 1060: 26 bytes on wire (208 bits), 26 bytes captured (208 bits)
Bluetooth
Bluetooth HCI H4
v Bluetooth HCI Event - Link Key Notification
Event Code: Link Key Notification (©x18)
Parameter Total Length: 23
BD_ADDR: 22:22:82:72:03:00 (22:22:82:72:03:00)
Link Key: d58350d167650@f9e50a4b5ac25157f9

[Key Type: Authenticated Combination Key, P-192 (@x@5)

Figure 4 Bluetooth communication link key

0000 04 18 17 [[M-Eiwi

f9 e5 @a 4b 5a ¢

LTC-R-7711-EN 18031-1-A0

XA F

W\

N <



No: RED2025-0070-N

Page 26 of 32 Pages

Sample Photos

4 Vulnerability Information

Vulnerability Distribution

Affects the
No Vulnerability Name
number of hosts
1 | ©ICMP timestamp request response vulnerability 11
2 | ©Allow Traceroute detection 1/1
Total

Figure 5 Vulnerability Scanning

About device

Device details

Model
k3576

IMEI
ap 10 show info

Android version
14

Device identifier:

IP address
feB:84(5b62a beb-cdf4
192.168.31.26

Wi-Fi MAC address
To view, choose saved network

Device Wi-Fi MAC address

8:41:46:79.74.7d

Bluetooth address
22:22:8b:3801:00

Up time
]

Build number

Figure 6 Firmware version before update

Percentage of Frequency of

affected hosts occurrence
100% 1
100% 1
2
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About device

Device details

Model

k3576

IMEI

Tap to show info

Android version
14

Device identifier

IP address
eB0:8415 b62a
192.168.31.2

Wi-Fi MAC address
o view, choose saved network

Device Wi-Fi MAC address

8:41:46:79:747d

Bluetooth address
22:22:85:38101:00

Up time
19:28:32

Build number
K3576-14.0-20250117.145459

Choose a new screen lock

B None

& Swipe

i Pattern
: PIN

Password
Current screen loc

Figure 7 Firmware updated version

Figure 8 Changing the authenticator
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Trusted credentials

ACCV

ACCVRAIZ!

Actalis S.p.A./03358520967
00t CA

Actalis Authentication R

AffirmTrust
Co

AffirmTrust Commercial

AffirmTrust

AffirmTrust Networking

AffirmTrust
AffirmTrust Premium

AffirmTrust

AffirmTrust Premium ECC

Agence Nationale de Certification Electronique

TunTrust Root CA

Amazon
mazon Root CA

Amazon
Amazon Root CA 2

Amazon
mazon Root CA 3

Wi-Fi hotspot
Use Wi-Fi hotspot

Hotspot name
ndrodAP_B406

Security
Hotspot password

Turn off hotspot automatically
When no devices are connected

Extend compatibility
Helps other devices find this hotspot. Reduces

System

tspot connection spee

888888KAHAHE

Figure 9 Trusted CA certificate viewing

8 8

Figure 10. WLAN hotspot password viewing
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Enter your password

=]
1 2 3 4 5 6 7 8 9 0
q w e r t Vi u i o) p ®
a s d f g h i k v
o z X c v b n m [ ? [}
2123 ) 2] English . 7123
o v LDl (0] <]

Figure 11 Password authentication

Enter your pattem

< < “ [0} (]

Figure 12 Pattern authentication
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Google
Privacy and Terms

To create a Google Account, you'll need to agree to the Terms of Service below.

You are also agreeing to the Google Play Terms of Service to enable discovery and
management of apps.

In addition, when you create an account, we process your information as described in our
Privacy Policy, including these key points:

Data we process when you use Google

« When you set up a Google Account, we store information you give us like your name,
email address, and telephone number.

« When you use Google services to do things like write a message in Gmail or comment
on a YouTube video, we store the information you create.

« When you search for a restaurant on Google Maps or watch a video on YouTube, for
example, we process information about that activity — including information like the
video you watched, device IDs, IP addresses, cookie data, and location.

« We also process the kinds of information described above when you use apps or sites
that use Google services like ads, Analytics, and the YouTube video player.

WAl sain meannne it

Figure 13 User Notification Mechanism

You have incorrectly typed your password § times

Try again in 30 seconds.

oK

Figure 14 Anti brute force cracking mechanism
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11-10 16:16:04.896 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:175 - ### Keystore Watchdog report - END ###

11-10 16:16:04.927 303 303 E keystore2: system/security/keystore2/src/error.rs:180 - system/security/keystore2/src/security_level.rs:622

11-10 16:16:04.927 303 303 E keystore2:

11-10 16:16:04.927 303 303 E keystore2: Caused by:

11-10 16:16:04.927 303 303 E keystore2:  0: system/security/keystore2/src/security_level.rs:620: While generating Key without explicit attestation key.

11-10 16:16:04.927 303 303 E keystore2:  1: Error:Km(r#UNKNOWN_ERROR)

11-10 16:16:06.726 267 267 | servicemanager: Found android.hardware.security.keymint.IRemotelyProvisionedComponent/default in device VINTF manifest.

11-10 16:16:05.431 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:114 - ### Keystore Watchdog report - BEGIN ###

11-10 16:16:05.431 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:123 - When extracting from a bug report, please include this header

11-10 16:16:05.431 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:124 - and all 1 records below.

11-10 16:16:05.432 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:164 - Threadid(1) Calling get_rkpd_attestation_key() Pending: 501.141666ms Overdue 1.144292ms
11-10 16:16:05.432 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:175 - ### Keystore Watchdog report - END ###

11-10 16:16:06.432 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:114 - ### Keystore Watchdog report - BEGIN ###

11-10 16:16:06.432 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:123 - When extracting from a bug report, please include this header

11-10 16:16:06.432 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:124 - and all 1 records below.

11-10 16:16:06.433 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:164 - Threadld(1) Calling get_rkpd_attestation_key() Pending: 1.501719042s Overdue 1.001720209s
11-10 16:16:06.433 303 3624 W keystore2: system/security/keystore2/src/watchdog.rs:175 - ### Keystore Watchdog report - END ###

11-10 16:16:06.531 723 2020 D CompatibilityChangeReporter: Compat change id reported: 161252188; UID 1000; state: DISABLED

11-1016:16:06.531 723 2020 D hxs : check packageName = com.android.settings originallntent = Intent { act=android.intent.action.MAIN cat=[android.intent.category.LAUNCHER]
flg=0x10200000 cmp=com.android.settings/.Settings bnds=[390,977](770,1039] } mRequest.callingPackage = com.android.launcher3

11-10 16:16:06.536 723 771 | DropBoxManagerService: add tag=system_app_strictmode isTagEnabled=true flags=0x2

11-10 16:16:06.543 723 2020 | Camera : callprocess:com.android.settings

Figure 15 Event Log

o}

Erase all data (factory
reset) This will erase all data
from your tablet's internal

storage, including:

® Your Google Account

o System and app data and
settings

* Downloaded apps

® Music

* Photos

® Other user data

Figure 16 Deletion mechanism - restore the factory settings

Reset Bluetooth & Wi-Fi

This will reset all Wi-Fi & Bluetooth settings. You can't undo this action

Cancel Reset
Figure 17 Deletion mechanism - reset Bluetooth & Wi-Fi
P REE ZENVM IED EEH
H % Wi XD OB B |&m
BF EEEm 553 | Em = T FEm
= £38(1) 4 FERO) D EAO0) D EAN0) LFS0 QMo § ')
ERR FRIESZf4sE 5% MD5 B B MDS B il =]
Gupdale.zip K:\SynologyD.. 1C642BB90083106E1215687A2A1EAZEC 1C642BB90083106E1215687A2A1EA2EC 1,029,593,976 2025/8/22 1:35:56

Figure 18 Firmware integrity and authenticity checksum
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Important

1. The test report is invalid without the official stamp of CVC;

2. Any photocopies or part photocopies of the test report are forbidden without the written
permission from CVC;

The test report is invalid without the signatures of tester, reviewer and approval;

The test report is invalid if altered;

Obijections to the test report must be submitted to CVC within 15 days;

o o &~ w

Generally, commission test is responsible for the tested samples only;The sample
information is provided by the customer and the laboratory is not responsible for its
authenticity;

7. Asforthe testresult, “—”or “N” means “notapplicable” , “/ ”means “not test”

“P” means “pass” and “F” means “fail” .

**The test data and test results given in this test report should only be used for purposes of scientific
research, teaching and internal quality control when the CMA symbol is not presented.**

Lab Name: CVC Testing Technology Co.,Ltd.

Lab Address: No.3,Tiantaiyi Road, Kaitai Avenue, Science City, Guangzhou, China
Tel: 020 32293888

Fax: 020 32293889

Post Code: 510663

E-mail: office@cvc.org.cn

http://www.cvc.org.cn
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